THE STATUS AND FUTURE OF COUNTER-TERRORIST FINANCING EFFORTS

REMARKS BEFORE THE ABA-ABA MONEY LAUNDERING ENFORCEMENT CONFERENCE, OCTOBER 21, 2008

I want to thank the American Bankers Association and the American Bar Association, and especially Rick Small of American Express, John Byrne of Bank of America, and Dorothy Friedlander of the ABA (Bankers), for extending this invitation to me to speak with you today.  This is the fourth time that I have attended your conference, and each time I come I am really impressed with the expertise of the presenters, the perspectives of the attendees, and the annual developments in the compliance industry.  Last year, I was the guy who stood up in the “Ask the Regulators” session and asked why they couldn’t produce a government PEPs list – and we’re still waiting.  Let me tell you about The Counterterrorism Blog.  I was inspired to start the website, in large part, because of the September 11 attacks.  I was working on Capitol Hill that day and lost a friend in the Pentagon attack.  Then I visited the Pentagon and the World Trade Center after the attacks and was horrified by what I saw.

When I left the House Financial Services Committee at the end of 2003, I endeavored to build a consulting practice with a homeland security and counterterrorism component which would support the interests of the private sector in the fight against terrorism.  During 2004 I witnessed the rapid development of websites, including blogs, as alternative sources of reliable information and analysis on niche topics, and considered how to make use of the technology.  In early December of that year, terrorism expert Peter Bergen and others held an outstanding seminar on Al Qaeda on Capitol Hill, and while I sat there, I realized that this discussion should continue and could do so through a multi-expert website or blog.  I spent that month designing it and recruiting the experts and opened on January 5, 2005.  
In the past 5 years, the Counterterrorism Blog, which you can find at counterterrorismblog.org, has become a trusted source for terrorism news, analysis, and research for many in the counterterrorism community, in the highest offices in the U.S. and other governments, and in academia. And we’ve educated those not in positions of power or authority but who wish to learn the scope of terrorism worldwide and the efforts to detect and prevent it.  Our Contributing Experts, past and present, have posted over thousands of entries, and we’ve added links to over tens of thousands of news stories from news sources around the world.  They include the former director of TFOS at the FBI, Dennis Lormel of IPSA International; former senior Treasury Department officials Matt Levitt and Michael Jacobson, former senior Clinton Administration official Jonathan Winer; and journalist Douglas Farah, who literally wrote the books on Al Qaeda’s involvement in diamond smuggling in Africa and on Viktor Bout, the world’s premier arms smuggler who was caught in Thailand.   I want to recognize today the presence of Jeff Breinholt, former deputy chief of the DOJ counterterrorism section, who posted on The Counterterrorism Blog during a year of annual leave and will return whenever he retires from Justice.  And I’m very pleased to announce today that our next Contributing Expert is a member of your community, the Managing Director for Anti-Money Laundering for BNP Paribas, James McGinnis.  
We don’t have any ads and we’ve never charged anybody for the information on the website.  Two years ago I placed ownership of the website in the hands of The Counterterrorism Foundation, a nonprofit based in Washington, as a means of enabling contributors to share in our mission.  I will post these remarks later on the site.
We’ve covered many of the developments in your world, which has been a particular focus for Dennis Lormel and for me in our posts.  We are often the first news site of any kind to report on new designations by the Treasury Department of groups or persons for alleged involvement in terrorist financing.  One of the first posts, on the day we opened, was on a report on Section 314(a) activity issued by FinCEN, and we’ve reported the issuance of new regulations (or the delays thereto) issued pursuant to Title III of the Patriot Act.  We’ve reported, often first, on the civil and criminal cases involving financial institutions, from the Riggs and AmSouth cases to the Arab Bank case, and we post more news and analysis about terrorist financing cases than any other free site on the Internet.  For instance, when the NY Times disclosed the use of the SWIFT database, we became a party to the debate over that story by disclosing that a UN report in 2002 had already revealed the use of SWIFT.  Earlier this year, we used Eliot Spitzer’s downfall as an opportunity to educate the general public on the BSA recordkeeping system.  
Another example: Months before the Washington Post reported on the use of “fusion cells” in counterinsurgency operations, we wrote openly about the development of joint DoD-Treasury Department “threat finance cells,” and their success in blocking funding to Sunni and Al Qaeda elements and PKK terrorists in Iraq.  We work with expert journalists in the mainstream press and subscription sites and numerous experts in the broader CT community, which also encompasses financial institutions, non-profits, and terrorism victims and their legal representatives.  For instance, I’m assisting a reporter from a major publication who is working on a story which might interest you, about how the Federal Election Commission and campaigns cannot identify the identities of campaign donors because they lack screening software like what you use to meet your Patriot Act Section 326 obligations.
We participate in numerous private groups and public panels on AML-CTF issues.  A number of us have participated this year in the drafting of the next generation of soft power and “asymmetric warfare” strategies.   Contributing Expert Jonathan Winer is participating in one of those sessions today.  
Now that you know something about what we do, I want to move to a brief status report, as I see it, on the efforts to prevent terrorism.  
Currently Al Qaeda Central and its affiliates and allies continue to press for beachheads outside the Pakistan-Afghanistan base for turning an entire state towards its brand of militant Islam.  Al Qaeda has suffered a major strategic defeat in Iraq and is transferring logistical and inspirational support to the Pakistan-Afghanistan theater to cement control there, in conjunction with the Taliban and other Sunni-inspired militant groups.  Al Qaeda “affiliates” in Saudi Arabia, Jordan, Algeria, Morocco, Indonesia, Thailand, and the Philippines have not achieved strategic success in the past seven years, with some units probably wiped out altogether (i.e., the late Abu Musab al-Zarqawi’s unit in his home country of Jordan).  Moreover, successful counter-radicalization programs in Saudi Arabia and Indonesia have drawn the attention of the counter-terrorism community worldwide and are being copied in Europe.  The countries in which Al Qaeda could threaten the political and economic structure include Yemen, Somalia, Mauritania, and Kashmir.  Al Qaeda affiliates and other Sunni militants have also recently moved into Lebanon and Gaza and appear to be attracting support, although it’s too soon to predict if they will gain a true beachhead there.
Shia-inspired terrorism is making strategic strides under the leadership of the current regime in Iran.  Hezbollah, which receives hundreds of millions of dollars in assistance from Iran, has taken effective control of the government in Lebanon.  Since its brief war with Israel two years ago, Hezbollah has built scores of fortified bunkers, improved its military capability, expanded its social services network, and either killed or struck political deals with many of its domestic enemies.  Hezbollah can be expected to further consolidate power in Lebanon through victories in parliamentary elections in 2009.  Then it is possible that Hezbollah will have freer and more protected access to Mediterranean ports, enabling it to reduce dependence on riskier shipping routes over land. 

Funded by record oil prices, Iran built over 6,000 centrifuges, far more than is needed to build an atomic bomb, and has fortified and scattered its nuclear facilities.  Once hurt by U.S. financial sanctions, leading Iranian banks now claim that they have rebuilt financing and banking lines and are able to access international financial markets.  But Iran has major weaknesses in its own infrastructure, such as one (or perhaps two) oil refineries in the entire country, a large but unproven navy, and no air power.  Any armed conflict in the Gulf could severely damage Gulf states’ oil facilities, but would cripple Iran’s energy, utility, shipping, and industrial capabilities.  So I personally doubt that Iran will initiate an all-out war in the region.  Iran’s greatest enemy might turn out to be $70a barrel, not Israel or the U.S.
One area in which Hezbollah operatives have worked for years is South America.  Hezbollah has run businesses and raised funds in the tri-border region of South America (that’s Argentina, Brazil and Paraguay) for years, and Hezbollah fundraising efforts have extended into the United States.  Hezbollah has committed overt terrorist acts in South America, most notably the 1994 bombing of a Jewish community center in Buenos Aires, Argentina.  What worries the counter-terrorism community most is the budding alliance between the President Ahmadinejad of Iran and President Hugo Chavez of Venezuela, for the express intentions of influencing nations throughout Latin American and harming U.S. interests.  Recent news stories indicate a more overt presence of Hezbollah trainers in Venezuela.  As a result, many experts in the counter-terrorism community predict that any military strike on Iranian facilities, whether by U.S. forces or the Israelis, would be followed by Hezbollah terrorist attacks on U.S. interests and facilities in South America, and perhaps further north, even into the U.S. itself.  
The challenges we face in blunting the funding of terrorists’ operations here and abroad have changed markedly from those we faced immediately after the September 11 attacks.  There have been no major terrorist attacks in the U.S. since the 9-11 attacks, and none in any major city in Europe since the London July 2005 attacks.  Your institutions should be given great credit for assisting law enforcement and intelligence agencies in the detection and prevention of terrorist financing here and in major cities in the West.  And the regulators, especially Treasury Under Secretary Stuart Levey, also deserve great credit.  Stuart has been the single most effective official in what I call “the civilian officer corps in the war on terror,” earning the respect of Democrats and Republicans alike on Capitol Hill.  
Partially as a result, terrorists have quickly adapted their funding strategies and sources in order to stay one step ahead of the authorities. Extremist groups now rely on a combination of private donations, smuggling rings (of drugs, human beings, and weapons), and a secretive, complex network of clandestine financial institutions.  Many terrorist cells have partially withdrawn from the global financing network and are sustaining their operations with revenues raised locally. In particular, these terror “franchises” are increasingly raising their money through petty crime, drugs, money laundering, and front companies. This has been a favorite strategy of terrorist groups in Latin America and Africa for years, so much so that the division between criminal operation and terrorist organization becomes quite murky. Now, this phenomenon is becoming common among Islamist groups. Hezbollah, Hamas, and the Taliban are drawn to relatively lawless regions where the crime-terrorism nexus can flourish. By thwarting these illegal activities, governments can deny terrorists vital sources of revenue.  

Combating terrorist financing has been further hampered by the fact that another original source of much terrorist funding is private donations.  Contributions by wealthy individual donors and Islamic charities in Gulf states continue to be one of the most important sources of financing for Sunni-inspired terrorism.  Since 9-11, visible fundraising in the U.S. for Islamic extremists through Muslim-based charities has ceased, with a trial now underway in Dallas over the alleged use of the Holy Land Foundation as the major American fundraising vehicle for Hamas.   As a majority of these terrorist-supporting charities also provide some legitimate services to the poor, it has proven extremely difficult to prosecute—or even to identify—the wrong-doers.  In short, the hottest action is trending away from financial institutions.
In my opinion, the single most important counter-measure that the U.S. government has taken against terrorist financing in the past three to four years has almost nothing to do with banks – it was to integrate counter-terrorist financing theory and techniques into the worldwide counterinsurgency efforts of the Pentagon, especially in Iraq.  This represents a sea change in military theory and operations and has raised the priority of stopping illicit financing by insurgents and terrorists in national security considerations.  Consider that in September 2003, the then-General Counsel of the Treasury Department criticized DoD in public testimony for failing to commit resources to investigate what might have happened to Saddam Hussein’s hidden assets.   Officials in high places listened, and within two years, a senior Defense Department official testified before Congress that “We are convinced that “following the money” (in all forms) is a key element to mapping the network and understanding relationships between nodes and a key enabler for achieving DoD objectives.”  The military commands set up special Threat Finance units, with CENTCOM working with Treasury to establish a jointly manned office in Baghdad.  That office scored major successes in interrupting financing for Sunni, al Qaeda, and PKK terrorists, with almost no publicity and at miniscule cost compared to other counterinsurgency measures.   As I said, the Counterterrorism Blog was the first free internet site to discuss the Iraq Threat Finance Cell, and that office reads us almost daily.  The most recent counterinsurgency manuals by several agencies have also recognized the importance of pursuing insurgents’ funds flows.
The Defense Department also commissioned a study, conducted in 2006 and published last year, from the U.S. Army Command and General Staff College on the counter-terrorist financing programs in the U.S. government.   The most important finding in that study is that the U.S. Government still lacks a single organization in charge of coordinating and directing anti-terrorist financing efforts, with authority over budget and manpower.  "To be successful the U.S. must address the problem of terrorism under the guidance and leadership of one overarching organization that has the mandate and funding authority to direct all activities’ and agencies’ actions against terrorist organizations."  That finding is not a criticism of the NSC's or U.S. Treasury's fine efforts to halt terrorist financing, but a recognition of their limited authority within the Executive Branch (i.e., they cannot directly impact the FBI's investigative agenda).  And it’s identical to some of the narrative in the ABA’s proposal to create a single Gatekeeper.
Recently, the Special Operations Command of the Defense Department, which coordinates threat finance cell operations across the geographic commands, began a series of seminars with the business community on the threat of stored value instruments.  Dennis Lormel and I participated in one of those sessions, and another is being held today as I speak in Tampa – I would be there if I weren’t here today.  That is an outgrowth of those initial efforts.  Recently, that collaboration led to the transfer, by a major financial institution, of the latest technology in stored value card readers to U.S. military units working on the ground against the Taliban and Al Qaeda in Afghanistan.  At this point, I am confident that the “threat finance” mentality is now firmly ensconced in DoD operations here and abroad, and will continue into future Administrations.  I expect Gen. Petraeus to extend the concept into our operations in Afghanistan.

If I were one of the vendors of specialized CIP software, I would head to the Pentagon to try to make my next sale. 
The concern over stored value cards, or more broadly speaking, stored value instruments, should sound familiar here.  The first National Money Laundering Threat Assessment, almost three years ago, identified SVCs as “an emerging cash alternative” for money launderers.  On October 1, I posted on a new report by the Australian Institute on Criminology which identified the misuse of SVCs as a growing threat.  They include smart cards and specialized chips in cell phones, but the value need not be stored in a physical medium; instead, the card or chip could access a secure account on the internet (a "cloud account").  An enormous regulatory gap, here and abroad, exists for those cards issued by retailers which are not subject to BSA/Patriot Act-type regulations.  Yesterday, Ezra Levine called SVIs “the wild, wild west,” and I can tell you that the men and women who put their lives on the line to protect our freedoms are very concerned about SVIs.
It looks like other gaps, some of which we’ve discussed, will be closed within 6 months through such measures as the formulation of a MSB exam manual and a “redefinition” of MSBs; the sharing of SARs with foreign affiliates; the development of a roadmap for providing security clearances to banking personnel; and the expanded use of CTR exemptions.  Unfortunately, don’t look for the PEPs list to come out of the Treasury anytime soon, they just don’t see the burning need amidst other priorities.  
Now let me discuss the new American Bankers Association proposal for BSA reform.  About 70% of it is quite good and evident to anybody who’s been around the area for any length of time.  I have two concerns with it.  First, the Gatekeeper recommendation suggests that Congress, specifically the two banking committees and the tax-writing committees, remove some of the Treasury Department’s current jurisdiction over BSA matters to a brand new agency, supposedly with access to the SWIFT database.  Second, the last recommendation about refraining from bringing criminal cases has little chance of success.  Now, it’s okay to fight for a hopeless cause – as an alumnus and football fan of the University of Notre Dame, I spent all last year doing that.  But you saw the reaction of Rich Weber, the head of the AML/Asset Forfeiture section at DoJ to that - it is indicative of the institutional reaction of the Justice Department and the probable reaction of the two judiciary committees.  
It looks to me like the ghosts of AmSouth and Riggs still hang heavy over much of the discussion in this area.  But I honestly think that some of your concern is an overreaction.  For instance, John Roth discussed the “bump in the road” on one case – that was obviously a reference to the AmSouth case and the US Attorney’s decision to prosecute it without headquarters review – and DoJ fixed that process so it won’t happen again.  The number of actual federal criminal prosecutions of financial institutions is very low, and as Don Semesky indicated, almost all are spinoffs from other types of cases.  Brian Lynch, the new head of TFOS at the FBI, is reaching out to the industry, and the FBI held a session in New York with the Federal Reserve and the industry on September 30.  And you’ve heard about the National SAR Review teams.  So I think there’s probably more information sharing from DOJ than ever.  
One other concern, frankly, is how to sell any package of BSA updates to the Hill at this time.  It has always seemed to me that the two best groups to do this are your grassroots banking officials, especially the community bankers, and those AML experts who are “ex-Feds.”  With that group in mind, last year, Dennis Lormel, former Congresswoman Sue Kelly, and I started to discuss how to form a Private Sector Advisory Group on Combating Terrorist Financing.  We had some roadblocks in that effort, but several months ago, we were able to put together a group of about 20 of the most respected experts in the industry – people like Will Langford, Rick Small, and Bob Werner.  We approached Representatives Stephen Lynch of Massachusetts and Ed Royce of California, who co-chair something called the Congressional Terrorism and Nonproliferation Financing Caucus – a group started by Sue Kelly when she served in Congress – and they welcome our input.  Our hope and plan is to draft a set of proposals by sometime in January to update Title III of the Patriot Act, the BSA, and other laws and regulations to recognize the reality of the changes in the past seven years.  Now, with the chaos in the industry, we’re behind schedule, but we’ve met twice and will meet again this afternoon and see how far we can go.
Another problem with trying to sell a package of BSA updates is the fact that since 2006, Congress has paid little attention to terrorist financing issues.  We lost Members and staff who were knowledgeable and committed on both sides of the aisle and in both houses.  Since then, the three committees with the most interest in terrorist financing issues have held just a couple of hearings.  My hope is that the financial institutions reform package includes a BSA update title.  The ABA proposal and the proposal by our advisory group can hopefully facilitate it.
What ideas might we try to address in our group?  Speaking just for myself, here are several:
· Establish a single point of contact on BSA issues, as is recommended in the ABA proposal.  Treasury has access to the SWIFT database, and it might turn out that Treasury remains the best location, unless the BSA functions are folded into some new financial regulatory agency.  But we haven’t deliberated on this yet.  
· The unclassified factual basis of OCC reports on Patriot Act/BSA issues and the international designations – the details of the transactions – ought to be released to the public, for the benefit of the aggrieved parties, the community as a whole, and terrorism victims.  I’m thinking first of the Arab Bank case, in which I have a client interest.  That isn’t inconsistent with the bank examination privilege; the examiner’s conclusions can remain confidential.

· Some legislative mandate for Patriot Act regulations on hedge funds, which have never been issued, on SVIs issued by non-financial institutions might be needed, and I recommend a mandate for a PEPs list.
· The Supreme Court decisions this summer on money laundering must be addressed, as they threaten a number of prosecutions.  That legislative fix might proceed rapidly through Congress.

· The FBI’s jurisdiction in terrorist financing investigations stems from a 2003 MOU with DHS; that should be authorized in law consistent with the role of the single-contact agency.

· Other recommendations in the ABA proposal to endorse a priority-focused, risk-based approach to BSA regulation; increase the quality of feedback and transparency; and streamline reporting and validate its utility are sound.  One hope of mine at the outset was to arrive at a Seasoned Customer Exception Act that law enforcement can live with.  But that might not happen, so perhaps we can rationalize the CTR exemption process. 

· Treasury and FinCEN are still short on information technology which would enable faster, more reliable information sharing among government agencies and with financial institutions.

·  In light of the weaknesses in the UN’s pursuit of terrorist financing, recognize the regional bodies, such as MENA-FATF, which have been more successful in recent years.

· Finally, the Treasury Department’s contribution to counterinsurgency operations should be recognized and expanded through appropriations for additional liaisons to be located around the world.  
I want to touch on two other topics briefly.  First, there is concern among many in the private CT community over influence of Islamic, or shariah, finance vehicles, which have proliferated in recent years.  I would note the following: Shariah finance vehicles are not identified by any financial intelligence unit or regulator as a vehicle with an inherent risk for money laundering or terrorist financing.   Second, a senior US government official with jurisdiction over these issues told me privately that he has no concern about shariah finance vehicles at this time. Third, those shariah finance board members currently tied to the many unindicted co-conspirators in the Holy Land Foundation case should realize the risk of those ties: a conviction of the defendants in that case would also “convict,” in a moral sense at least, those co-conspirators and impose a moral obligation on shariah finance board members to cut their ties. 

I, for one, would appreciate more discussion with Islamic finance experts on the theory, mechanics, and goals of shariah finance vehicles, in order to avoid mischaracterizations and imprecise criticism.  

Second, I want to toss out one long-term idea for your future consideration.  As I left the House Financial Services Committee staff, I began to think that might be no future for continued state regulatory oversight of financial services.  After all, the Gramm-Leach-Bliley Act, Sarbanes-Oxley Act, Patriot Act, and FACT Act all extended federal oversight mechanisms.  One by one, major insurance associations endorsed an optional federal insurance charter.  The next financial institutions reform bill will also extend the reach of federal regulators at the cost of state authority.  Just yesterday, one panelist discussed the desire for an optional federal MSB charter.  So do we still need state oversight of anti-money laundering activities?  Does it still add an extra layer of protection?  Or is it superfluous, wasteful, and costly in an international financial services market?  
With that, I’ll take your questions.  Thank you again.
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